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ABSTRACT

The purpose of this study was to realize threats which happened in E-Commerce and the
security system used for E-commerce especially online payment. The study involved survey data
analysis and summarization from books, articles and literatures in Thailand and also from aboard.
Then, all those were finally rearranged into report within the study boundary and related
applications,

The study results showed that threats had strong effects on the security of E-Commerce.
Two important threats were Transaction threats and Network threats. The details of the security
used to protect the system from both threats were presented as follows.

(1) Transaction Security : Before transferring data, it was necessary to protect it by

translating into secret data by using data encryption and decryption techniques,

(2) Network Security : It was also necessary to have network access control policies for all

users and also appropriate network equipment setup.
Considering possible network risks, four significant security applications were as
follows.
(1) Autheuticiiy : It was important to install a program to verify that it was the real
user and also be able to detect fraud credit card users.
(2) Data Integrity : Check sum, Parity bit and digital signature techniques could be

used to check the correctness of data before and after sending,



(3) Data Confidentiality : The applied techniques were Encryption, User Access
Control, Network maintenance, Firewall installation and parameter modification
for network equipments

(4) Non-Repudiation : Transaction cancellation had to be done through digital
signature which is the only evidence the bank can keep of the buyer transaction
record.

In addition, The study showed that SET ( Secure Electronic Transaction ) was the only one
of current security systems which had all four security applications. However, SSL (Secure Socket
Layer) was forecasted to be more widespread within next the three years because it was casy to use
and cheap. Even though it had problems that have not been solved SSL might improve their
software and process in the future, In addition, SET costs might get cheaper and be standard for

everyone to use.



