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n.1 JUsunsundesms

1) fszuuﬂﬁﬁﬁmﬁﬁuncﬁ Fedora 128594 3 (http://fedora.redhat.com/download)

2) szuvliamanEiioad (FreeBSD) nosHU 5.2.1

3) Tal511n53 Snort Laai‘{sﬁ'u 2.2.0 (http://www.snort.org/dl/)

4.) Tdsunsu C Compiler 059 3.4.3-22 (ftp://ftp.gnu.org/gnu/gec/)

5) lavns LibPcap 03U 0.8.3-7 (http://rpmfind.net) 130
(http://www.tcpdump.org/release/libpcap-0.8.3-7 .tar.gz)

6.) T1sun3y MySql 395%U 4.1.12 (http:/rpmfind.net) 130
(http://mysql.secsup.org/Downloads/MySQL-4.0/mysql-standard-4.1.12-pc-linux-
gnu-i686.tar.gz)

7.) T1l5un33 Apache 190554 2.0.53(http:/rpmfind.net) H3®
(http://www.apache.org/dist/httpd/httpd-2.0.53.tar.gz)

8.) 11511053 Thai Acid 199391 0.1 beta
(http://security.ricr.ac.th)

9.) Tusunsy PHP o3 4.3.10(http://rpmfind.net) 130
(http://www.php.net/distributions/php-4.3.10.tar.gz)

10.) 10113 Adodb 1e35H1 4.63
(http://heanet.dl.sourceforge.net/sourceforge/adodb/adodb463.tgz)

11.) 8115 PHPIot 110391 5.0RC2 (http://www.phplot.com)

12.) 18113 Gd 19551 2.0.33 (http:/www.boutell.com/gd/)

13.) 18113 JPGraph 119594 1.17
(http://www.aditus.nu/jpgraph/)

14.) 1451405 Snortsam 055U 2.2 (http://www.snortsam.net/download.html)

15.)‘]J’§ﬂ§u Snortsam U 11/511n53 Snort (http://www .snortsam.net/download.html)

16.) 11/51n53 Perl Compatible Regular Expressions 1193 %U 5.0 (http://www.pcre.org)
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n2  msdaaalusunsa

1)l LibPcap
# rpm -ivh libpcap-0.8.3-7.i386.rpm

2)  Tdsunsy MySql
# groupadd mysql
# useradd -g mysql mysql
# cd /usr/local
# gunzip < /PATH/TO/MYSQL-VERSION-OS.tar.gz | tar xvf -
# In -s FULL-PATH-TO-MY SQL-VERSION-OS mysql
# cd mysql
# scripts/mysql_install db --user=mysql
# chown -R root .
# chown -R mysql data
# chgrp -R mysql .
# bin/mysqld safe --user=mysql &

3)  1Ysunsy Apache ttaz PHP

Mmsuan N8 httpd-2.0.53.tar.gz Taa14f1d tar xvez httpd-2.0.53.tar.gz

3.2 ./configure —prefix=/usr/local/apache \
--enable-so  \
--enable-cgi \

--enable-info \

--enable-rewrite \
--enable-speling \
--enable-usertrack \

--enable-deflate \
--enable-ssl  \
--enable-mime-magic

3.3 make
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3.4 make install

23.1
2.3.2

233

234

235

2.3.6

2.3.7

23.8

239

uan'lilg PHP Taol#81d4 tar xvez php-4.3.10.tar. gz
./configure \

--with-apxs2=/usr/local/apache/bin/apxs \

--with-mysql \

--prefix=/usr/local/apache/php \
--with-config-file-path=/usr/local/apache/php \
--enable-force-cgi-redirect \

--disable-cgi \

--with-zlib \

--with-gettext \

--with-gd

make

make install

cp -p php.ini-recommended /usr/local/apache/php/php.ini
diussviad g httpd.conf

LoadModule php4 module modules/libphp4.so
1131 index.php Tuthoussviadail
Directorylndex index.html index.php
aunToanine 4 Tuludhtpd.conf ysIviag
AddHandler php5-script php

AddType text/html  php

AddType application/x-httpd-php-source phps
<Files *.php>

SetOutputFilter PHP

SetInputFilter PHP

</Files>

/ust/local/apache/bin/apachectl start

4)  Tisunsu pere

24.1

tar —xvzf pcre-5.0.tar.gz
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243
244

245
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cd pcre-5.0
Jconfigure
make

make install

5)  Talsunsy Snort

2.5.1
252
2.53
2.5.4
2.5.5
2.5.6
2.5.7
2.5.8
259
2.5.10
2.5.11
2.5.12
2.5.13

2.5.14

# mkdir /etc/snort

# mkdir /var/log/snort

# tar -xvzf snort-2.2.0.tar.gz

# cd snort-2.2.0

# ./configure --with- mysql

# make

# make install
miﬁmﬁyqnguaz'lﬂé{ﬂauﬂmﬁ%’u
# ¢d /home/temp/snort-2.2.0 (laisnmes i useaT1)sunsay Snort)
# cd rules

# cp * /etc/snort

#cd ../etc

# cp snort.conf /etc/snort

# cp *.config /etc/snort

6) 'la1n3 ADODB

2.6.1
2.6.2
2.6.3
2.6.4
2.6.5

# cp adodb463.tgz /var/www/html/
# cd /var/www/html/

# tar -xvzf adodb463.tgz

# rm —rf adodb463.tgz

#mv adobd-f)- adobd

7)  laus PHPLOT

2.7.1
272
2.7.3

274

# cp phplot-5.0RC2.tar.gz /var/www/html/
# cd /var/www/html/
# tar -zxvf phplot-5.0RC2.tar.gz

# rm -rf phplot-5.0RC2.tar.gz



2.7.5

8) lau3 GD

2.8.1
2.8.2
2.8.3
2.84
2.8.5

92

# mv phplot-5.0RC2.tar.gz phplot

# cp gd-2.0.33.tar.gz /var/www/html/
# cd /var/www/html/

# tar -zxvt gd-2.0.33.tar.gz

# rm -rf gd-2.0.33.tar.gz

#mv gd-2.0.33 gd

9) launs JPGraph

2.9.1
2.9.2
293
294
295
29.6
2.9.7

2.9.8

# cp jpgraph-1.17.tar.gz /var/www/html/
# cd /var/www/html/

# tar —xvzf jpgraph-1.17.tar.gz

# rm —rf jpgraph-1.17.tar.gz

# cd jpgraph-1.17

# rm -rf README

# rm -rf QPL.txt

# mv jpgraph-1.17 jpgraph

10.)  T15un5y thai-Acid

2.10.1
2.10.2
2.10.3
2.10.4
2.10.5

# cp thai-acid-0.1.tar.gz /var/www/html/
# cd /var/www/html/

# tar —xvzf thai-acid-0.1.tar.gz

# rm -rf acid-0.1.tar.gz

#mv acid-0.1.tar.gz acid

11.) 11)514n53 Snortsam

2.11.1
2.11.2
2.11.3

2.11.4

# tar -zxvf snortsam-2.22 tar.gz
# cd snortsam-2.22
# chmod +x makesnortsam.sh

# ./makesnortsam.sh

12.) 1andu Snortsam VU 12J511n53 Snort

2.12.1

2.12.2

# tar -zxvf snortsam-patch.tar.gz

# chmod +x patchsnort.sh
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2.12.3 # ./patchsnort.sh /usr/local/src/snort
09/’ o 1
2.12.4 nnvuaey Iwalysunsy Snort Tni

2.12.5 # /snortsam /etc/snortsam.conf

n3  msudlvlwaaeudlpsFulisunsu Snort
dnoutlnsdureTilsunsy Snort o8 /ete/snortsnort.conf
szydumislasaneI nifung
var RULE PATH /etc/snort/

=2 9y

9
o 1 Y
FEYDIANAVOTZUY (FUNIaiH IR TuinasgIudoya MySql)

output database: log, mysql, user=snort password=your password dbname=snort

host=localhost

n.4 mﬁw%&gm%’mﬁga‘lu MySql
# mysql -u root
mysql> set password for 'root'@'localhost'=password('mypassword');
mysql> create database snort;
mysql> grant CREATE, INSERT, SELECT, DELETE, UPDATE on snort.* to snort;
mysql> grant CREATE, INSERT, SELECT, DELETE, UPDATE on snort.* to
snort@localhost;
mysql> connect mysql;
mysql>set password for 'snort'@'localhost'="password('mypassword");
mysql>set password for 'snort'@'%'='password('mypassword");
mysql> flush privileges;

mysql> exit

n5  maulvlvidneudlnsdulisunsu Thai ACID
# vi /var/www/html/acid/acid_conf.php
$Dblib_path="_./adodb";
$DBtype = "mysql";

$alert dbname="snort";



$alert user="snort";

$alert password="xxx";

$Chartlib_path="../phplot";

>
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Y ] d' 9 1 [
SRz U fagl v.2

Connect to localhost

Useriyourname Password;yourpassward For accessing this

directory
User name: | €7 admin w |
Password; | seessseesl |

[]remember my password

L 54 ] [ Cancel

Y 2] a A Y 1
E’IJ V.2 AU HIIDADADUINDIVIFISUY

3 < a A
1n31 v.2 Funeumsdonsue
v A A yq v '
1. HouiydneroflHnuseunlusoq User name
2. flousviariulumoq Password

1 A A Y 1
3. ﬂﬂﬂ}l OK (WaLIuiungssyy
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3 CRU IDS - Microsoft Internet Explorer,
File Edit ‘Wiew Favorites Tools  Help
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v B)eo ks ?

L

: Address |@ http:f flocalhostfis-idsfids fids]

vl B searchweb - g PaEeRank Bhechincked E] coiorll [E) [ options
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9/ [ a ' 99 9
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Teivdn 0 nsdautluds Alert cache udn

et DB Suid : Fri May 20, 2005 10:33:20
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A ACID; mamisduu: 15 WWaws1an - Microsoft Internet Explorer E@El
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fl.1 1P Packet Header

INE http://www.rfc-editor.org/rfc/rfc791.txt

1516 31

4-bit

version

4-bit internet | 8-bit type
header length | of service 16-bit total length (in bytes)

(TOS)

16-bit identification 3-bit flags | 13-bit fragment offset

(TTL)

8-bit time to live 20 bytes

8-bit protocol 16-bit header checksum

32-bit source IP address

32-bit destination IP address v

Option (if any)

517 A.1 IP Packet Header

U

IP Packet Header Field Description

Version

The Version field indicates the format of the internet header. This

document describes version 4.

IHL

Internet Header Length is the length of the internet header in 32 bit
words, and thus points to the beginning of the data. Note that the

minimum value for a correct header is 5.

Type of Service

The Type of Service provides an indication of the abstract parameters
of the quality of service desired. These parameters are to be used to
guide the selection of the actual service parameters when transmitting
a datagram through a particular network. Several networks offer
service precedence, which somehow treats high precedence traffic as

more important than other traffic (generally by accepting only traffic

above a certain precedence at time of high load). The major choice is
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a three way tradeoff between low-delay, high-reliability, and high-
throughput.

Bits 0-2: Precedence. Bit 3: 0 = Normal Delay, 1 = Low Delay. Bits
4: 0 = Normal Throughput, 1 = High Throughput. Bits 5: 0 = Normal
Relibility, 1 = High Relibility. Bit 6-7: Reserved for Future Use.
Precedence 111 - Network Control 110 - Internetwork Control 101 -
CRITIC/ECP 100 - Flash Override 011 - Flash 010 - Immediate 001 -

Priority 000 - Routine

Total Length

Total Length is the length of the datagram, measured in octets,
including internet header and data. This field allows the length of a

datagram to be up to 65,535 octets.

Identification

An identifying value assigned by the sender to aid in assembling the

fragments of a datagram.

Flags

Various Control Flags.
Bit 0: reserved, must be zero.
Bit 1: (DF) 0 = May Fragment, 1 = Don't Fragment.

Bit 2: (MF) 0 = Last Fragment, 1 = More Fragments.

Fragment Offset

This field indicates where in the datagram this fragment belongs.

Time to Live

This field indicates the maximum time the datagram is allowed to
remain in the internet system. If this field contains the value zero,
then the datagram must be destroyed. This field is modified in internet
header processing. The time is measured in units of seconds, but since
every module that processes a datagram must decrease the TTL by at
least one even if it process the datagram in less than a second, the
TTL must be thought of only as an upper bound on the time a
datagram may exist. The intention is to cause undeliverable datagrams

to be discarded, and to bound the maximum datagram lifetime.

Protocol This field indicates the next level protocol used in the data portion of
the internet datagram.
Header Checksum A checksum on the header only. Since some header fields change
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(e.g., time to live), this is recomputed and verified at each point that

the internet header is processed.

Source Address The source address.

Destination Address The destination address.

?115799 A.1 IP Packet Header Fields

f.2 ICMP Packet Header
N http://www.rfc-editor.org/rfc/rfc792.txt

0 78 1516 31

8-bit type 8-bit code 16-bit checksum

(contents depends on type and code)

3 191 7.2 Basic ICMP Packet Header

0 7 8 1516 31
8-bit type 8-bit code 16-bit checksum
Identifier Sequence Number

3 19 1.3 ICMP Packet Header used in ping command.

ICMP Packet Header Field Description
Type Show type of ICMP packet.
Code Show the sub-type of code number used for the packets.

0 = net unreachable; 1 = host unreachable; 2 = protocol
unreachable; 3 = port unreachable; 4 = fragmentation needed and

DF set; 5 = source route failed.

Checksum Use to detect any errors in the ICMP packet.

Identifier If code = 0, an identifier to aid in matching echos and replies,
may be zero.

Sequence Number If code = 0, a sequence number to aid in matching echos and

replies, may be zero.

915199 7.2 ICMP Packet Header Fields

.3 TCP Packet Header




115

N http://www.rfc-editor.org/rfc/rfc793.txt

0 1516 31
16-bit source port number 16-bit destination port number *
32-bit sequence number
32-bit acknowledgment number
4-bit 6-bit 20 bytes
6-bit
offset flags or
reserved 16-bit window
control bits
v
16-bit TCP checksum 16-bit urgent pointer o
Options (if any)
3 ‘]Jﬁ f.4 TCP Packet Header
19 N‘ﬁ 7.3 TCP Packet Header Fields
TCP Packet Header Field Description

Source Port Source port number.

Destination Port The destination port number.

Sequence Number The sequence number of the first data octet in this segment
(except when SYN is present). If SYN is present the sequence
number is the initial sequence number (ISN) and the first data
octet is ISN+1.

Acknowledgment Number If the ACK control bit is set this field contains the value of the

next sequence number the sender of the segment is expecting to

receive. Once a connection is established this is always sent.

Data Offset The number of 32 bit words in the TCP Header. This indicates
where the data begins. The TCP header (even one including
options) is an integral number of 32 bits long.

Reserved Reserved for future use. Must be zero.

Control Bits URG: Urgent Pointer field significant

ACK: Acknowledgment field significant
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PSH: Push Function
RST: Reset the connection
SYN: Synchronize sequence numbers

FIN: No more data from sender

Window The number of data octets beginning with the one indicated in the
acknowledgment field which the sender of this segment is willing
to accept. Tell th other side about the length of TCP window size.

Checksum A checksum for TCP header and data.

Urgent Pointer

This field communicates the current value of the urgent pointer as
a positive offset from the sequence number in this segment. The
urgent pointer points to the sequence number of the octet
following the urgent data. This field is only be interpreted in

segments with the URG control bit set.

Options

Options may occupy space at the end of the TCP header and are a
multiple of 8 bits in length. All options are included in the
checksum. An option may begin on any octet boundary. There are
two cases for the format of an option: Case 1: A single octet of
option-kind. Case 2: An octet of option-kind, an octet of option-
length, and the actual option-data octets. The option-length
counts the two octets of option-kind and option-length as well as

the option-data octets.

.4 UDP Packet Header

N http://www.rfc-editor.org/rfc/rfc768.txt

0 1516 31
16-bit source port number 16-bit destination port number f
8 bytes
16-bit UDP length 16-bit UDP checksum ¢

3 1/91 7.5 UDP Packet Header




117

A13199 7.4 UDP Packet Header Fields

UDP Packet Header Field

Description

Source Port

An optional field, when meaningful, it indicates the port of the
sending process, and may be assumed to be the port to which a
reply should be addressed in the absence of any other

information. If not used, a value of zero is inserted.

Destination Port

Internet destination port address.

Length Length is the length in octets of this user datagram including this
header and the data. (This means the minimum value of the
length is eight.)

Checksum Checksum is the 16-bit one's complement of the one's
complement sum of a pseudo header of information from the IP
header, the UDP header, and the data, padded with zero octets at
the end (if necessary) to make a multiple of two octets.

13197 0.5 uaasnauynsudoeyalugiudoya snort

acid_ag

Field Type Null Default
ag_id int(10) No
ag_name varchar(40) Yes NULL
ag_desc text Yes NULL
ag_ctime datetime Yes NULL
ag_ltime datetime Yes NULL
acid_ag_alert

Field Type Null Default
ag_id int(10) No
ag_sid int(10) No
ag_cid int(10) No
acid_event

Field Type Null Default
sid int(10) No 0
cid int(10) No 0
signature int(10) No 0
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A1519% A.5 naasnaynsudoyalugiudoya snort (7o)

sig_name varchar(255) Yes NULL
sig_class_id int(10) Yes NULL
sig_priority int(10) Yes NULL
0000-00-00

timestamp datetime No 00:00:00
ip_src int(10) Yes NULL
ip_dst int(10) Yes NULL
ip_proto int(11) Yes NULL
layer4_sport int(10) Yes NULL
layer4 dport int(10) Yes NULL
acid_ip_cache

Field Type Null Default
ipc_ip int(10) No 0
ipc_fqdn varchar(50) Yes NULL
ipc_dns_timestamp datetime Yes NULL
ipc_whois text Yes NULL
ipc_whois_timestamp datetime Yes NULL
conf

Field Type Null Default
conf id smallint(6) No

0000-00-00

conf_date datetime No 00:00:00
conf_ip varchar(15) No
conf_name varchar(50) No
conf_value varchar(200) No
conf_type varchar(15) No
conf_detail varchar(50) Yes NULL
conf_used enum(‘Y', 'N") No Y
data

Field Type Null Default
sid int(10) No 0
cid int(10) No 0
data_payload text Yes NULL
detail

Field Type Null Default
detail type tinyint(3) No 0
detail_text text No
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encoding

Field Type Null Default
encoding_type tinyint(3) No 0
encoding_text text No
event

Field Type Null Default
sid int(10) No 0
cid int(10) No 0
signature int(10) No 0

0000-00-00

timestamp datetime No 00:00:00
icmphdr

Field Type Null Default
sid int(10) No 0
cid int(10) No 0
icmp_type tinyint(3) No 0
icmp_code tinyint(3) No 0
icmp_csum smallint(5) Yes NULL
icmp_id smallint(5) Yes NULL
icmp_seq smallint(5) Yes NULL
iphdr

Field Type Null Default
sid int(10) No 0
cid int(10) No 0
ip_src int(10) No 0
ip_dst int(10) No 0
ip_ver tinyint(3) Yes NULL
ip_hlen tinyint(3) Yes NULL
ip_tos tinyint(3) Yes NULL
ip_len smallint(5) Yes NULL
ip_id smallint(5) Yes NULL
ip_flags tinyint(3) Yes NULL
ip_off smallint(5) Yes NULL
ip_ttl tinyint(3) Yes NULL
ip_proto tinyint(3) No 0
ip_csum smallint(5) Yes NULL
opt

Field Type Null Default
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sid int(10) No 0
cid int(10) No 0
optid int(10) No 0
opt_proto tinyint(3) No 0
opt_code tinyint(3) No 0
opt_len smallint(6) Yes NULL
opt data text Yes NULL
pre_back_orifice

Field Type Null Default
pre_back_orifice_used enum(‘Y', 'N") No Y
pre_back orifice_sensor varchar(13) No
pre_flow

Field Type Null Default
pre_flow id tinyint(4) No
pre_flow_memcap varchar(5) Yes NULL
pre_flow_rows varchar(5) Yes NULL
pre_flow_statinterval varchar(5) Yes NULL
pre_flow_hash varchar(5) Yes NULL
pre_flow_used enum('Y’, 'N') Yes NULL
pre flow_sensor varchar(13) No
pre_flow_portscan

Field Type Null Default
pre_flow portscan_id tinyint(4) No
pre_flow_portscan_scoreBoard_memcapTalker varchar(15) Yes NULL
pre_flow_scoreBoard_rowsTalker varchar(15) Yes NULL
pre_flow_portscan_scoreBoard_rowsScanner varchar(30) Yes NULL
pre_flow_portscan_scoreBoard_memcapScanner  varchar(15) Yes NULL
pre_flow_portscan_scanner_fixedThreshold varchar(10) Yes NULL
pre_flow_portscan_scanner_slidingThreshold varchar(10) Yes NULL
pre_flow_portscan_scanner_fixedWindows varchar(10) Yes NULL
pre_flow_portscan_scanner_slidingWindows varchar(10) Yes NULL
pre_flow_portscan_scanner_slidingScaleFactor varchar(10) Yes NULL
pre_flow_portscan_talker_fixedThreshold varchar(10) Yes NULL
pre_flow_portscan_talker_slidingThreshold varchar(10) Yes NULL
pre_flow_portscan_talker_fixedWindows varchar(10) No
pre_flow_portscan_talker_slidingWindows varchar(10) No
pre_flow_portscan_talker_slidingScaleFactor varchar(10) Yes NULL
pre_flow_portscan_server_memCap varchar(20) Yes NULL
pre_flow_portscan_server_rows varchar(10) Yes NULL
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pre_flow_portscan_server_watchnet varchar(10) Yes NULL
pre_flow_portscan_server_learningTime varchar(10) Yes NULL
pre_flow_portscan_server_IngnoreLimit varchar(10) Yes NULL
pre_flow_portscan_server_scannerLimit varchar(10) Yes NULL
pre_flow_portscan_misc_unigueMemCap varchar(10) Yes NULL
pre_flow_portscan_misc_uniqueRows varchar(10) Yes NULL
pre_flow_portscan_misc_sourcelngnoreNet varchar(10) Yes NULL
pre_flow_portscan_misc_dstingnoreNet varchar(10) Yes NULL
pre_flow_portscan_misc_tcppenalties enum(‘on’, 'off") Yes NULL
pre_flow_portscan_misc_alertMode enum(‘once’, 'all)  Yes NULL
enum(‘'msg’,

pre_flow_portscan_outputMode 'pktkludge’) Yes NULL
pre_flow_portscan_used enum('Y’, 'N') Yes Y
pre_flow portscan_sensor varchar(13) No
pre_frag2

Field Type Null Default
pre_frag2 id tinyint(4) No
pre_frag2_timeOut varchar(5) Yes NULL
pre_frag2_memUsage varchar(10) Yes NULL
pre_frag2_ttlLimit varchar(5) Yes NULL
pre_frag2_minimumTTL varchar(5) Yes NULL
pre_frag2_detectState enum('Y’, 'N") Yes NULL
pre_frag2_used enum('Y’, 'N’) Yes NULL
pre frag2 sensor varchar(13) No
pre_performance_monitor

Field Type Null Default
pre_perform monitor_id tinyint(4) No
pre_perform_monitor_packetCount varchar(10) Yes NULL
pre_perform_monitor_file varchar(30) Yes NULL
pre_perform_monitor_time varchar(10) Yes NULL
pre_perform_monitor_console enum('Y’, 'N") Yes NULL
pre_perform_monitor_events enum('Y’, 'N") Yes NULL
pre_perform_monitor_max enum('Y’, 'N') Yes NULL
pre_perform_monitor_flow enum('Y’, 'N') Yes NULL
pre_perform_monitor_used enum('Y’, 'N") Yes NULL
pre_perform_monitor_sensor varchar(13) No
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pre_portscan

Field Type Null Default
pre_portscan_id tinyint(4) No
pre_portscan_numofport varchar(5) No
pre_portscan_interval varchar(5) No
pre_portscan_locallP varchar(30) No
pre_portscan_logFiles varchar(30) No
pre_portscan_used enum('Y’, 'N’) No Y
pre_portscan_sensor varchar(13) No
pre_portscan2

Field Type Null Default
pre_portscan2_id tinyint(4) No 0
pre_portscan2_scannersMax char(3) Yes NULL
pre_portscan2_targetsMax char(3) Yes NULL
pre_portscan2_targetLimit char(3) Yes NULL
pre_portscan2_portLimit char(3) Yes NULL
pre_portscan2_timeOut char(3) Yes NULL
pre_portscan2_used enum('Y’, 'N') Yes NULL
pre_portscan2_sensor varchar(13) No
pre_portscan_ingnorehost

Field Type Null Default
pre_portscan_ingnorehost id tinyint(4) No
pre_portscan_ingnorehost_host varchar(25) No
pre_portscan_ingnorehost_used enum('Y’, 'N") No Y
pre_portscan _ingnorehost sensor varchar(13) No
pre_rpc_decode

Field Type Null Default
pre_rpc_decode id tinyint(4) No
pre_rpc_decode_port varchar(20) Yes NULL
pre_rpc_decode_alertFragment enum('Y’, 'N") Yes NULL
pre_rpc_decode_NOmar enum('Y’, 'N') Yes NULL
pre_rpc_decode_NOarf enum('Y’, 'N') Yes NULL
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pre_rpc_decode_NOai enum('Y’, 'N') Yes NULL
pre_rpc_decode_used enum('Y’, 'N") Yes NULL
pre_rpc_decode sensor varchar(13) No
pre_sfportscan

Field Type Null Default
pre_sfportscan_id tinyint(4) No
pre_sfportscan_protocal varchar(20) Yes NULL
pre_sfportscan_scanType varchar(50) Yes NULL
pre_sfportscan_sensitivity varchar(10) Yes NULL
pre_sfportscan_memcap varchar(15) Yes NULL
pre_sfportscan_watchlIP varchar(50) Yes NULL
pre_sfportscan_lgnoreScanner varchar(50) Yes NULL
pre_sfportscan_lgnoreScanned varchar(50) Yes NULL
pre_sfportscan_LogFiles varchar(50) Yes NULL
pre_sfportscan_used tinyint(4) Yes NULL
pre_sfportscan _sensor varchar(13) No
pre_stream4 reassembly

Field Type Null Default
pre_stream4 reassembly id tinyint(4) No

enum('clientonly',

pre_stream4_reassembly_type 'serveronly') Yes NULL
pre_stream4_reassembly_noalert enum('Y’, 'N’) Yes NULL
pre_stream4_reassembly_port varchar(6) Yes NULL
pre_stream4_reassembly_used enum('Y’, 'N') Yes NULL
pre stream4 reassembly sensor varchar(13) No
pre_stream4_stateful

Field Type Null Default
pre_stream4 _stateful id tinyint(4) No
pre_stream4_stateful_disable enum('Y’, 'N') No Y
pre_stream4_stateful_detectScan enum('Y’, 'N') No Y
pre_stream4_stateful_detectState enum('Y’, 'N") No Y
pre_stream4_stateful_disableEvation enum('Y’, 'N") No Y
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pre_stream4_stateful_midStream enum('Y’, 'N') Yes NULL
pre_stream4_stateful_enforceState enum('Y’, 'N") Yes NULL
pre_stream4_stateful_keepStat varchar(50) Yes NULL
pre_stream4_stateful_timeOut varchar(5) Yes NULL
pre_stream4_stateful_memUsage varchar(5) Yes NULL
pre_stream4_stateful_ttILimit varchar(5) Yes NULL
pre_stream4_stateful_used enum('Y’, 'N') Yes NULL
pre stream4 stateful sensor varchar(13) No
pre_telnet_decode

Field Type Null Default
pre telnet decode id tinyint(4) No
pre_telnet_decode_port varchar(5) Yes NULL
pre_telnet_decode_used enum('Y’, 'N') Yes NULL
pre telnet decode sensor varchar(13) No
reference

Field Type Null Default
ref id int(10) No
ref_system_id int(10) No 0
ref tag text No
reference_system

Field Type Null Default
ref system_id int(10) No
ref system name varchar(20) Yes NULL
rids_sensor

Field Type Null Default
rids_sensor _id smallint(6) No
rids_sensor_name varchar(50) No
rids_sensor_ip varchar(50) No
rids_sensor_rules_path varchar(50) No
rids_sensor_location varchar(50) No
rids_sensor_snort_conf varchar(50) No
rids_sensor_username varchar(50) No
rids_sensor_password varchar(50) No
rids_sensor_upload varchar(50) No
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schema

Field Type Null Default
vseq int(10) No 0

0000-00-00

ctime datetime No 00:00:00
sensor

Field Type Null Default
sid int(10) No
hostname text Yes NULL
interface text Yes NULL
filter text Yes NULL
detail tinyint(4) Yes NULL
encoding tinyint(4) Yes NULL
last cid int(10) No 0
sensor_rules

Field Type Null Default
sensor_rules id int(11) No
sensor_rules_action varchar(15) No
sensor_rules_protocal varchar(4) No
sensor_rules_srcAddr varchar(30) No
sensor_rules_srcPort varchar(11) No
sensor_rules_direction char(2) No
sensor_rules_dstAddr varchar(30) No
sensor_rules_dstPort varchar(11) No
sensor_rules_options varchar(255) No
sensor_rules_ip varchar(13) No
sensor_rules_sig_name varchar(50) No
sensor_rules used enum('Y', 'N") Yes Y
sig_class

Field Type Null Default
sig_class_id int(10) No
sig_class name varchar(60) No
sig_reference

Field Type Null Default
sig_id int(10) No 0
ref_seq int(10) No 0
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ref id int(10) No 0
signature

Field Type Null Default
sig_id int(10) No
sig_name varchar(255) No
sig_class_id int(10) No 0
sig_priority int(10) Yes NULL
sig_rev int(10) Yes NULL
sig_sid int(10) Yes NULL
tcphdr

Field Type Null Default
sid int(10) No 0
cid int(10) No 0
tcp_sport smallint(5) No 0
tcp_dport smallint(5) No 0
tcp_seq int(10) Yes NULL
tcp_ack int(10) Yes NULL
tcp_off tinyint(3) Yes NULL
tcp_res tinyint(3) Yes NULL
tcp_flags tinyint(3) No 0
tcp_win smallint(5) Yes NULL
tcp_csum smallint(5) Yes NULL
tcp _urp smallint(5) Yes NULL
udphdr

Field Type Null Default
sid int(10) No 0
cid int(10) No 0
udp_sport smallint(5) No 0
udp_dport smallint(5) No 0
udp_len smallint(5) Yes NULL
udp_csum smallint(5) Yes NULL
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